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HYBRID THREATS: The Challenge of a New Reality

Multidimensionality
Encompasses politics, economics, social 
relations, technology

Flexibility and Adaptability
Able to rapidly change forms and adapt

Impact on Democratic Processes
Undermines trust in democratic 
institutions, provokes radicalization

Various Forms
Cyberattacks, economic interventions, 
cultural expansion, infrastructure 
dependencies, proxy warfare operations



Challenges of Detection, Identification, 
and Timely, Effective Response
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PREPAREDNESS: 
The Foundation of 
Protection

аctions and preventive 
measures that 

ensure operability 

(ability to act) 

during disruptions, both 
under normal conditions 
and in emergencies.



EDUCATION: 
The Path to National Security

Threat Recognition
A key element in ensuring security

Effective Response
Essential for national resilience

Role of Education:
• Raising public awareness of hybrid threats

• Building resilience against external influences



EDUCATION 
VS 
HYBRID 
THREATS

Identified 
Issues

Insufficient 
Response Speed

Traditional educational programs are not adapted to rapid 
changes in the security environment

Technological 
Gap

Malicious actors exploit new technologies, while education 
struggles to keep pace with modern tools

Gap Between 
Needs and 
Capabilities

Education focuses on specific fields, while hybrid threats 
target cross-domain vulnerabilities

Gaps in Civilian 
Security 
Education

Civilian sectors remain vulnerable to hybrid threats due to 
insufficient preparedness

Lack of Practical 
Skills

Insufficient emphasis on practical skills leaves professionals 
vulnerable in responding to new challenges
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Academic Response 
to Hybrid Threats

7

• The general aim: to fill the security skills gap across various professional 
domains to increase civiсl resilience to hybrid threats in Ukraine. 

• The target groups: students, UA HEIs, faculty members, companies and
organizations, society in general

• Project duration: from November 15, 2019 to November 14, 2022
to November 14, 2023
to November 14, 2024

Erasmus+ КА2 CBHE (Capacity Building in Higher Education projects)
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PROJECT WARN: Versatility

Universal security competence can be formed, which:

• is integrated into the system of professional competencies of 
any educational program

• does not violate subject-oriented professional knowledge and 
skills

• adds vigilance skills and builds resilience

2019
Hypothesis
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WARN© The learning outcomes

• Understanding of the complexity, difficulty, logic and patterns of 
hybrid threats

• Detecting, identifying, and classifying hybrid threats, and being 
capable of responding to them effectively through trans-sectoral 
collaboration

Achieved 

since 2020

WARN© The professional competency

Capability to socially and responsibly adapt work processes and 
personal space to complex and unpredictable situations caused by 
hybrid threats

PROJECT WARN: Versatility
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2024
PROVED 

An adaptive security 
approach can be 
integrated 

into any master’s 
program

Public 
Administration

Media Сommunications

Management of Financial and 
Economic Security

Systems of Artificial Intelligence

Organization 
Management and 
AdministrationSoftware Engineering

Cross-cultural 
Management

Teacher Training (Secondary 
school) History, Psychology

National Security

Political Sciences

Economics 
(additionally)

Public Policy and Administration 
under Conditions of Hybrid Threats

(new master’s program) 

PROJECT WARN: Versatility
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PROJECT WARN: innovativeness

Learning outcomes cannot be achieved through new content alone

proactive behavioral skills must also be developed:

• Appropriate response to "unknown unknowns"

• Ability to navigate unexpected situations

• Rapid and effective action in complex, uncertain conditions

2019
Hypothesis
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https://www.hybridcoe.fi/news/ukrainian-professors-trained-on-
the-use-of-game-based-methods-for-countering-hybrid-threats/

https://doi.org/10.62067/978-617-8242-02-2

PROJECT WARN: innovativeness

Achieved 

since 2020
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Adversarial Learning Methods WARN

• Stimulate active student engagement

• Develop skills for quick threat response

• Foster proactive defense skills

• Ensure preparedness for challenges

Gryshko, S., Terziyan, V., & Golovianko, M. (2024, submitted). Resilience Training in Higher Education: AI-Assisted Collaborative Learning. In: 
Proceedings of the 27th International Conference on Interactive Collaborative Learning. Lecture Notes in Networks and Systems. Springer

Students' individual 
resilience development 
pathways are greatly 
enhanced by intellectual 
sparring

PROJECT WARN: innovativeness

2024: PROVED
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New content

• 4 cycles of stratified 
surveys in target groups

https://warn-
erasmus.eu/ua/deliverables/updated-
study-programmes/

Robust support from students, 
employers, and civil society

• 24 new master's courses

• 39 updated master's 
courses

• 7 LLL courses for teachers

• 18 LLL courses in 
professional domains

Education

• Over 2,500 master's 
students trained through 
WARN programs

• More than 6,100 lifelong 
learners (4,600 LLL 
students + 1,500 
teachers) gained new 
knowledge from LLL 
courses

Feedbacks

PROJECT WARN: effectiveness
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Thank you for the current update of the security 
component of education - practical skills related 
to countering hybrid threats unexpectedly turned 
out to be very useful in the practice of our media 
resourceThe results of the survey (Department of 
EC, NURE, 2024 
https://drive.google.com/file/d/1hL3MyiSnBR-
wjBhtb3xi8BUi24J_URSU/view, с.112) 

Survey plan Feedback

PROJECT WARN: effectiveness

https://drive.google.com/file/d/1hL3MyiSnBR-wjBhtb3xi8BUi24J_URSU/view
https://drive.google.com/file/d/1hL3MyiSnBR-wjBhtb3xi8BUi24J_URSU/view
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WARN environment = Community of Practice

Interdisciplinary Approach 

Uniting specialists from various fields to counter hybrid threats
 

Equipped Hubs and Laboratories 

Advanced computer and media equipment that facilitates effective 
collaboration 

Challenges of the Pandemic and War 

Adapting to new conditions through a reliable space for interaction

PROJECT WARN: team spirit



Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

International Scientific Project Platform
(SUIT conference, since 2020)

Events in various formats:
• round tables
• interactive discourse platforms
• quests
• trainings
• creative workshops

Scientific research: articles (Scopus), 
master's and postgraduate theses

Kaikova, O., Terziyan, V., Tiihonen, T., , Golovianko, 
M., Gryshko, S., Titova, L., (2022). Hybrid Threats 
against Industry 4.0: Adversarial Training of 
Resilience.https://doi.org/10.1051/e3sconf/202235
303004

Kopiyevska, O. (2021). “Creative Discourses of 
Educational Practices: Student Youth of Arta and 
Culture Professions”, Youth Voice Journal, ISBN: 
978-1-911634-21-8

Interactive glossary
Resource for raising awareness

PROJECT WARN: team spirit



Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

Independent publication Texty.org.ua has released the results of a 
study conducted as part of the course "Hybrid Threats in Media" at 
the School of Journalism and Communications of UCU

The QS World University Rankings journal 
"Global Education News" published an article 
about the interdisciplinary WARN environment 
and the well-equipped laboratories.

http://drive.google.com/file/d/1WfO_LAB8LaGItU5lvWeMI
_lwuvEX_UCg/view?usp=share_link

https://texty.org.ua/articles/107020/n
eyedyna-onlajn-ukrayina/

PROJECT WARN: team spirit
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Seminars for Combat Veteran: 
interactions between the 
"Patriots to Power" and WARN 
projects (KhNU, from 2021)

Center for Social 
Integration and Personal 

Development for Youth 
from Occupied Territories 
of Ukraine (HIFL DSPU at 

the WARN Hub, since 2021)

WARN Expertise in National 
Decision-Making:

T. Reva serves on the 
National Commission for 

National-Patriotic Education 
Projects

WARN Experts' Contributions (NAKKKiM, 
2023):
• Training Ukrainian Cultural Fund experts for 

chaplain rehabilitation
• Shaping the Community Culture 

Development Strategy

Lecture for the 
national online 
project "United 
Ukraine"

https://warn-erasmus.eu/ua/news/digest-of-
autumn-events-scientific-educational-and-

social-events-of-the-warn-partnership/

https://warn-erasmus.eu/ua/environment/lecture-for-the-national-online-project-united-ukraine/

https://warn-erasmus.eu/ua/environment/participation-in-the-
development-of-the-community-culture-development-strategy/

PROJECT WARN: team spirit
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UNIQUE CONTRIBUTIONS OF EU PARTNERS: 
Enhancement and Collaboration

European partners:

University of Jyväskylä, Finland, University of Coimbra, Portugal, University of Tartu, Estonia, 
Graduate School of Electrical Engineering ECAM-EPMI, France

Ukrainian educational programs were not adapted from 
existing European programs but were developed "from 
scratch", leveraging unique access to European partner 
materials, training sessions, and close expert collaboration.

Advantages of UA-EU Cooperation:

• Attracting best practices and knowledge previously unavailable.

• Close expert collaboration in addressing project tasks.

PROVEN
The European expert environment and 
partnership remained effective even in 
the absence of ready-made solutions
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PROJECT WARN: 

Cultivating Resilience in Others 

While Exemplifying Our Own

PROJECT WARN: Solidarity and Resilience
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• Blocking All 
Mobilities
First F2F EU Training 
– May 2023

• Collaboration 
Possible Only in 
Virtual Format

he First Blow (2020): The Challenge of the COVID-19 Pandemic

PROJECT WARN: Solidarity and Resilience
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The Second Blow (2022): russia's Full-Scale Invasion of Ukraine

PROJECT WARN: Solidarity and Resilience
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Timo Tiihonen

Project Coordinator

“The WARN project is not about the 
changes that will happen after the war; 
it’s not about changes after Victory.

The WARN project is about the changes 
that contribute to Ukraine's Victory.”

PROJECT WARN: Solidarity and Resilience
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Sisu
Finnish culture of resilience

It embodies willpower, resilience, and 
the ability to overcome challenges in 
tough situations. More than endurance, it 
reflects determination and persistence in 
achieving goals despite obstacles

Finnish way of persevering through granite

Emphasizes not only 
individual strength and 
endurance but also the 
collective spirit of 
overcoming challenges. 

https://www.bbc.com/worklife/article/20180502-sisu-the-finnish-art-of-inner-
strength

PROJECT WARN: Solidarity and Resilience
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PROVEN 
the project can be 
adapted even to 
extreme turbulence

• change agents turn into resilience agents

Change in project philosophy

• Redesign: refocusing on accessible resources, processes, and 
outcomes: home mobility, virtualization, continuous beta testing.

• Transition from Waterfall to Agile, MVP concept + fine-tuning.

• Resource Mobilization and Mutual Support.

Emergency mode

PROJECT WARN: Solidarity and Resilience
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Conclusions

Effectiveness of Education
Proves that education can be a powerful tool for ensuring 
national security and resilience.

Proactive Approach
Demonstrates that focusing on practical skills, competitive 
practice, and multi-domain expertise is key to successfully 
countering hybrid threats.

Main Outcome – Resilience Ambassadors
Creation of a Ukraine-EU community of experts ready to 
collaborate in addressing ever-evolving threats.

The WARN project is an innovative response to modern 
challenges posed by hybrid threats
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The European Commission's support for the production of this publication 
does not constitute an endorsement of the contents, which reflect the 
views only of the authors, and the Commission cannot be held responsible 
for any use which may be made of the information contained therein..
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