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HYBRID THREATS: The Challenge of a New Reality
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Multidimensionality

Encompasses politics, economics, social
relations, technology

Flexibility and Adaptability
Able to rapidly change forms and adapt

Impact on Democratic Processes

Undermines trust in democratic
institutions, provokes radicalization

Various Forms

Cyberattacks, economic interventions,
cultural expansion, infrastructure
dependencies, proxy warfare operations



Challenges of Detection, Identificat
and Timely, Effective Response



PREPAREDNESS:

The Foundation of
Protection

actions and preventive
measures that

ensure operability
(ability to act)

during disruptions, both
under normal conditions
and in emergencies.



EDUCATION:
The Path to National Security

Threat Recognition
A key element in ensuring security

Effective Response
Essential for national resilience

Role of Education:

e Raising public awareness of hybrid threats
e Building resilience against external influences

Dospui eevip!
Mu 3 Ykpainn!
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Insufficient
Response Speed

Technological
Gap

Gap Between
Needs and
Capabilities

Gaps in Civilian
Security
Education

Lack of Practical
Skills

Traditional educational programs are not adapted to rapid
changes in the security environment

Malicious actors exploit new technologies, while education EDUCATION
struggles to keep pace with modern tools VS

Education focuses on specific fields, while hybrid threats HYBRID

target cross-domain vulnerabilities TH REATS

Civilian sectors remain vulnerable to hybrid threats due to

insufficient preparedness |dentified
Issues

Insufficient emphasis on practical skills leaves professionals
vulnerable in responding to new challenges



Erasmus+ KA2 CBHE (Capacity Building in Higher Education projects)

Academic Response
to Hybrid Threats

warn-erasmus.eu |

New security skills and increased civic
resilience to hybrid threats in Ukraine

11 adapted study programs in

e 7 fields of study The general aim: to fill the security skills gap across various professional

NG EBcoukseslomyiaiciseeuulty domains to increase civicl resilience to hybrid threats in Ukraine.

Transsectoral environment countering
hybrid threats

The target groups: students, UA HEls, faculty members, companies and
organizations, society in general

MogepHisauia OCBiTHIX nporpam | B3aemogida B

Project duration: from November 15, 2019

Mi>KranyseBomMy cepefoBuLLi 3 METOK MPOTUAIT ribpnaHum

3arpo3am i NOCUNEHHSA HaLioHanbHOT 6e3neku.

to November 14, 2024

ARMING WITH KNOWLEDGE

Co-funded by the
Erasmus+ Programme -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union



PROJECT WARN: Versatility

WARN

Universal security competence can be formed, which:

* isintegrated into the system of professional competencies of

2019 any educational program
HypOthESiS * does not violate subject-oriented professional knowledge and
skills

e adds vigilance skills and builds resilience

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




PROJECT WARN: Versatility
WARN

WARN®O The professional competency

Capability to socially and responsibly adapt work processes and
personal space to complex and unpredictable situations caused by

. hybrid threats
Achieved
since 2020 WARNO® The learning outcomes
e Understanding of the complexity, difficulty, logic and patterns of
hybrid threats

* Detecting, identifying, and classifying hybrid threats, and being
capable of responding to them effectively through trans-sectoral
collaboration

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




2024
PROVED

An adaptive security
approach can be
integrated

into any master’s
program

PROJECT WARN: Versatility

WARN

Systems of Artificial Intelligence

Media Communications

Public
Administration

Economics
(additionally)

Cross-cultural
Management

Management of Financial and

Economic Security

Teacher Training (Secondary
school) History, Psychology

Public Policy and Administration
under Conditions of Hybrid Threats
(new master’s program)

Political Sciences

National Security

Software Engineering

Organization
Management and
Administration

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

Co-funded by the
Erasmus+ Programme
of the European Union



PROJECT WARN: innovativeness
WARN

Learning outcomes cannot be achieved through new content alone

proactive behavioral skills must also be developed:

2019
Hypothesis

* Appropriate response to "unknown unknowns"
* Ability to navigate unexpected situations

* Rapid and effective action in complex, uncertain conditions

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




PROJECT WARN: innovativeness
WARN

Hybrid COE Home Aboutus Hybrid Threats Recent Publications and reac

https://doi.org/10.62067/978-617-8242-02-2

"Academic Response to Hybrid Threats" Erasmus+ Capacity Building Project WARN
610133-EPP-1-2013-1-FI-EPPKA2-CBHE-JP

MeToauKa HaBYaHHA B

ACh|EVEd yMoBax ribpuaHmx

since 2020 o

Ukrainian professors trained on the use of game-based

methods for cou nterlng hYbl'ld threats Pe3ynbrat 2.3 HoBa MeToWUKa HaBYaHHA
Hybrid CoE and the Netherlands Organization for Applied Scientific Research (TNO) delivered a train-the- VERSIONING AND CONTRIBUTION HISTORY
trainer course to Ukrainian universities on the use of game-based methods for training and foresight in Version Date Revision_Ds i ible Partner

countering hybrid threats. The course was part of the Erasmus+ project “Academic Response to Hybrid oL 27/02/202 | Creation of document | NURE fswitiana Gryshko)

Threats” (WARN), coordinated by the University of Jyviskyld and hosted by ECAM-EPMI (Graduate School
of Electrical Engineering) in Cergy, France, from 14 to16 May, 2024.

This publication reflects the views anly of the authar,
and the Commission cannat be held respansible

https://www.hybridcoe.fi/news/ukrainian-professors-trained-on-
the-use-of-game-based-methods-for-countering-hybrid-threats/

Co-funded by the
Erasmus+ Programme -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union




PROJECT WARN: innovativeness

WARN
2024: PROVED ~ Students' individual

resilience development
pathways are greatly
enhanced by intellectual

Adversarial Learning Methods WARN " sparring

70

e Stimulate active student engagement -

30

130

110

* Develop skills for quick threat response

11 1.2 13 1.4 2.1 2.2 23 2.4

* Foster proactive defense skills

* Ensure preparedness for challenges T e T e T ) e e
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Gryshko, S., Terziyan, V., & Golovianko, M. (2024, submitted). Resilience Training in Higher Education: Al-Assisted Collaborative Learning. In:
Proceedings of the 27th International Conference on Interactive Collaborative Learning. Lecture Notes in Networks and Systems. Springer

Co-funded by the
Erasmus+ Programme -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union



PROJECT WARN: effectiveness

Feedbacks

24 new master's courses e Over 2,500 master's * 4 cycles of stratified
students trained through surveys in target groups

* 39 updated master's WARN programs

courses https://warn-

erasmus.eu/ua/deliverables/updated-
study-programmes/

* More than 6,100 lifelong
learners (4,600 LLL
e 18 LLL coursesin students + 1,500

professional domains teachers) gained new
knowledge from LLL
courses

e 7 LLL courses for teachers

Robust support from students,
employers, and civil society

Erasmus+ Programme

Co-funded by the -
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP of the European Union



PROJECT WARN: effectiveness

Annex 5 — Internal evaluation of the project results

Survey plan

Feedback

WARN

Ceprii K., XHYPE, marictepka "CUCTEMM LITY4HOrO iHTENeKTy"

Beaxato npeamer Kypcy noTPIGHWUM Ta aKTyanbHWUM ANs BUBYEH

IES

KypC ga€ 6inbl LWMpOKe Ta NPUKNagHe PO3yMiHHA NOHATTS ri6p
3arpos i3 KOHKPETHUMMK NPUKNaAaMM CbOrodeHHs, Jonomarae
NOrNSHYTU Ha PU3KKK 3 IHLWKUX BOKIB. TaKOX Kypc Aonomarae 3p
pes3ynbTytodi HacnigkK TiEl Yu IHWOT ribpuaHol arpecil, i, Hairon
HaB4YMTUCH NPOTUAIATK 11, agxe GopoTwba i3 ribpruaHMMK 3arpo
NOYMHAETLCA 3 06I3HAHOCTI KOXHOrO 3 Hac.

Thank you for the current update of the security
component of education - practical skills related
to countering hybrid threats unexpectedly turned
out to be very useful in the practice of our media
resourceThe results of the survey (Department of
EC, NURE, 2024

wjBht

https://drive.google.com/file/d/1hL3MyiSnBR-

L

Serhii

IpuHa Ineyenko (HAKKKIM)

66 JocTynHicTb iHbopMauii,nerke cnpuiHATTA matepiany,OTpumana
BiANOBIAl Ha NUTaHHA,AKI HE MOra 3PO3YMITU 6€3 HaNeXHWX 3HaHb

66 Studying Hybrid Threads and Artificial Intelligence was very helpful. |
learned about threats affecting Al systems, such as data poisoning and
adversarial attacks. Practical exercises with Jupyter Notebook were
valuable for building secure Al systems, detecting misinformation and
fakes.

Ceprii XXUTHUK, IHCTUTYT AepxaBHoro ynpasniHHA KapasiHcekoro
yHiBepcuTeTy, Marictepka "lMy6niyHe ynpaBniHHA Ta aAMiHicTpyBaHHA"

GG

Aucumnnida «iGpuaHi 3arpo3sun Ta KoMNNekcHa 6e3sneka» akTyanbHa
no cyTi Ta uikaesa 3a 3mictom. MopylweHa npobnematnka NoOBHICTIO
KOHMPYEHTHa Cy4acHUM BUKIUKaM, 3arposam Ta HeBGesnekam. MogaHui
MaTepian AaE KOMMIEKCHE YABEHHS MPO BUAM 3arpo3, Croco6u ix
BWABNEHHA, MeTOAM ananisy. HasoanTe Npyuknaaun npotuail, wnaxis
BUPIWEHHA Npo6nem Ta NoOAONAaHHA KPU3, AK CKNafoBUX

KOMMnekcHoro 3abe3nedyeHHs 6e3neku.

fApocnae BartaH (HAKKKiM)

Hakyemo 3a uikasy nporpamy! MNMpodecinHux Buknagadis! JocTynHuia
BuKNaa matepiany! Bce gyxe iHQopMatMBHO Ta MaKCMManbHO
iHhopmaTUBHO! Hexal nporpama Xuse Ta PO3BUBAETLCS 3 KOXKHUM
aHewm! Lle Hag3Bu4aiHO akTyanibHa TeMaTuka.... TUM nade 3aknagu
KYNbTypw BKpai noTpebytoTe PO3BUTKY B TakoMy Hanpsamky! Jakyemo)))
Moxnneo HeoBxiaHe 3anpoBafXeHHS KOPOTKOCTPOKOBKUX KypCiB Ans
KepiBHUKIB 3aK/1adis KynbTypu TeputopiansHux rpomas! Tema ayxe
aKTyanbHa Ta MOAEPOBaHO Ha Hasuwwomy piexil Bnposaoxyimo i Ha
HarHWXYI pigHi)))

WP # The subject of study {survey) Where feedback | Indicator Due Time Results Proof Link
to be considered
1. Feedback of the Students and Trainees
WP1 Meeded/expected student skillsto | To adapt | * audience: at least 150 | November 440 responses WP1 Analytical
counter hybrid threats curricula and students and trainees. 2020 Jist of the skills (p.73 - 81) Report
programmes . ~ February
profiles (WP2) list of the skills. 2021
Heobxigri / osikysai Hasuukm
CTYAEHTA ANA NPOTHAT riGpraHnm
sarposam (owiHka crypewtis [
CcAyKauis)
Report survey R
we2 How do the fist drafts of | Intheupdated |+ 100%  of  study | November |20 TSRO S e
syllabuses and curricula reflect | curricula— programmes (11 | 2021 & — b W
the expected learning outcomes | 2032; specializations) get | January 2022 ;?;;D"m rateis more than | DecZ0Z1
and competencies the syllabuses proper feedback]; :
i 7 list of the proposals (p_9)]
S LA (core version) + audience: at least 150 [ {e-3)
Ax Baz0Ba BEPCA HABYANBHMX students
MNZHIE | OCBITHIX  Nporpam o GRS
BinoBpa#aTh OMiKYEaH]
PE3YNBTATH HaBYaHHA Ta [respnnse iR >40%]
KOMMNETEHTHOCTI? (ouinka # list of the proposals
CTYAEHTIE)
WP2 How do the fine-tuned version of | inthe fine-tuned [«  100% of study | Sept-Oct
syllabuses and curricula reflect | version of the programmes (11| 2024
the expected learning outcomes | curricula—2023; specializations) get
proper feedback);
3
WP # Subject of study (survey) ‘Where feedback | Indicator Due Time Results Proof Link
to be considered
WP3 Upen finishing the courses: ina new revision | * attendance: on average | lune — July Attendance: 54% of
How do new and updated courses of the curricula st least 70% of total | 2023 studfem: completed their
reflect the expected lesrning and syllabuses classes studies.
outcomes? = academic performance: The average score =83
MicnA 3aKiHUEHHA HABYIHHA Ha tnehauerage.sccre Ifor points
HOBMX Kypcax: Ak HOBI T3 ach course Is not less
VP than 75 points June 2024

OHOBAEHI KypCW  BigoGpakanTs

Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

LUTTUTNIUCU Uy Uic
Erasmus+ Programme
of the European Union


https://drive.google.com/file/d/1hL3MyiSnBR-wjBhtb3xi8BUi24J_URSU/view
https://drive.google.com/file/d/1hL3MyiSnBR-wjBhtb3xi8BUi24J_URSU/view

¢ [ EOMHAYKPATHA “~%
;“Q,’) 466 MiANUCHUKIB

PROJECT WARN: team spirit

WARN environment = Community of Practice

Interdisciplinary Approach

Uniting specialists from various fields to counter hybrid threats Ll

KOMM/IEKCHA

Equipped Hubs and Laboratories

Advanced computer and media equipment that facilitates effective
collaboration

Challenges of the Pandemic and War

Adapting to new conditions through a reliable space for interaction

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP



PROJECT WARN: team spirit

International Scientific Project Platform
(SUIT conference, since 2020)

MIHICTEPCTBO OCBITH I HAYKH YKPATHR
AEPAABHERA ¥ YHIBSEPCHTET IHOPACTPYKTYPHE TA TEXHOIO! T, Jﬂr
Kagezps wemezamenty, mybaivmor yupanzimms 12 animicrpysanns (MIIY:
\uun(unn HAIIOHA ThERA )m:rrmr PATIOLIEKTPOHIKE. \‘KYYE

T Events in various formats:
5 D@ @ MHTY * round tables
* interactive discourse platforms
e quests
* trainings
* creative workshops

MLlu HINOI OCBITH « \romrm. YKOBO- rtmmlni

WAHOBHI KOTETH:

Scientific research: articles (Scopus),
master's and postgraduate theses

5 cax. moxx mepume — oo mme.

0 x oy 4 s
sewrpy. Tl pmcymuow muamre sysepamso (Pecl) T musy. & Taxox Boro cmmc (y paxi
BHpEmONRTE 50 TewTpY

Kopiyevska, O. (2021). “Creative Discourses of
Educational Practices: Student Youth of Arta and
Culture Professions”, Youth Voice Journal, ISBN:

978-1-911634-21-8
rasmus+ Capacity Building Project 610133-EPP-1-2019-1

Kaikova, O., Terziyan, V., Tiihonen, T., , Golovianko,
M., Gryshko, S., Titova, L., (2022). Hybrid Threats
against Industry 4.0: Adversarial Training of
Resilience.https://doi.org/10.1051/e3sconf/202235

303004
\ T T =

Interactive glossary

WARN

Resource for raising awareness

.
Fnocapin
[na uMTyBaHHA pecypcy BMKOPHUCTOBYHATE:

Fnocapii 3 riGpuaHKX 3arpos.

AreHT Ikc

ApanTalif 0epKaBv N0 MEPEXEBOro
YNPaBniHHa

AHani3 UeHTpy Baru

AcKmeTpia rifpugHux 2arpos

B BaraToBeKTOPHICTE 30BHIWHEGT NONITHKM
YkpaiHn

Bnor

_F ByneGawku tinsTpie

K iy WARN C Peaynstati

Mpunwko, C., Nonosarko, M., TutapeHko, M., Hex, M., Bacunuug, O., flaniok, €., 3acaako, B., Kapnenko, O., 3asropoaHiid, B., banawos, E.
Pega, T, Konieeckka, O., binokoHs, M., Benuuko, /1., Jokawewko, I, KoHuyp, B, Haymos, 1. (2021).

AreHT KynsTypu

AkyneTypauia

AHHeKkcia Kpumy

AcTpOTYRQIHT

Bazoea nikia

Bopr fAxykosuya

BisHec-Moaens Ha OCHOBI 3anexHoCTi Ta 36opy




PROJECT WARN: team spirit

Independent publication Texty.org.ua has released the results of a
study conducted as part of the course "Hybrid Threats in Media" at
the School of Journalism and Communications of UCU
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L Bucharest
AL BULGARIA
Barcslona ORome Bernng GEORGIA ey

Pesynbrati nowyky Ana YkpaiHu NoB’a3aHi 3 akTyanbHICTIO TeMaTuKu. JKLWo
roLLyKoBa nnaTpopma 3HaxoANTb HOBUHU 3a TEMOLO, TO BOHA NMPOTMOHYE iX
KopyucTyBayaM. Ha nepLui Micls NPONOHyioun Meaia 3 BUCOKUM PiBHEM
[10BipM, Ska BU3HAYAETLCS BE/IMKOIO KiNTbKOCTIO LIMTYBaHb Ta MockiaHb Ha Ui
Mepia (axe came KinbKicTb 30BHilLHIX NocunaHb Google 6epe 3a ocHoBY B
po6oTi CBOro NoLLYKOBMKa)

EELUH Mapiynone Asos

Ycim kopuctyBadam Google NponoHye Tpu nokawii Ha
Google Maps 3 HasBamu: «[oTenb A3oB», «<baTanbiioH
“A30B"», «Azov Oyl». Ha noyaTky Bugayi npucyTHin
Telegram-kaHan “A3oB” Ta odiuiiHa CTOpiHKa MoKy, a
TaKoX HOBWHA NPO 3armbny NCUXoNornHIO NOMKy.

leonoxauin m

BELARUS - Lok

https://texty.org.ua/articles/107020/n
eyedyna-onlajn-ukrayina/

3aBnaxn uex3ypi ypaaosi 3MI € naRnonynapkiwima 8 Pocii, Tox Google
NPONOKYE iX NEPLIMMI SNR NEPexoay.

Npw 3anuTi «Maplynons esaxyauws» Bnaada we Gyna HacTinbkm

NPONAraHaMCTCHKA, AK LOTD OUIKYBANOCH: Y NEPLIMX M'ATH NPONOIMUIAX
euaayl dirypyors DW. Pagio Ceo6oaa 18 HB. MMogipHo, cNoBocnonyuents
«Maprynons 3saxyaunas 8 Pocil ryrnuno weGararo moaed, Tox anroputvu
NOKA3YBA/M POCIAHAM Pe3yNbTaTH 3 YKPAIHCHKMX MeiR. Lied npuknan
AKTYANIZYE NUTBHHS WONO BIIMOBH YKDAIHCHKUX MEIR Bl POCIACHKMX
BEPCif. ICHYBAHHR NPABAMBOND KOKTEHTY POCIAICHKOI0 MOBOIO A€ LWAMC
NOTPANKTI KA Oi POCIAMAM 3 HAPATMBOM, BIMIKMIM BIA POCIACHXKOrD

odiwimoro

3aru

leonokauis Mocksa. Google yepes VPN 3 «Toukoio
Bxoay» 8 Mockei NPONOHyE y Buaaui Matepiany, wo
NOWMPIOIOTHL POCIACHKI HapaTHen Ta pesindopmauio
(«cnaswmecs 60eBukm», cGEpEMEHHbIE HALUMCTKH
«A3osa» TOWo)

Ocb nepwi N"ATL NOCHUNAHD:!

asTobychi €O ¢ Ll

1. Mapuynons n y
Goesnkamm «<Asosa» — URAru

2. iz nosanos «<A30BCTanu» Buigeni GepeMeHHbix
HaumMcTok «<Asosa» — EurAsia Daily

3. NMywwnuw: 33800 <Asoectanss B Mapuynone
cHecyT — URA.ru

4. A30B BCTAN 1 NOWeN: YKPanHa HafeeTcs oOMeHaTs
CBOMX BBIXOAALIMX 3 OKPYXEHHA CONAAT, HO B
Poccum BLICTYNAIOT NPOTUB 3TON0 — KoMMepcanT

5. MiHoGopoHb! PO nokasano BMAEO CAaYM B NNeH
YKPAUHCKHUX BOEHHLIX C 3a800a «AsoBcrans»

WARN

The QS World University Rankings journal
"Global Education News" published an article

about the interdisciplinary WARN environment
and the well-equipped laboratories.

o http://drive.google.com/file/d/1WfO_LAB8LaGItU5IvWeMI
_lwuvEX_UCg/view?usp=share_link

Ukraine - Researchers from Kharkiv
National University of Radio
Electronics (NURE), a member of
the international consortium of the
ERASMUS* project WARN, claim
adversarial training, which increases

the resilience of artificial intelligence

be used in academia.

The idea is to be piloted in

the highly relevant Ukrainian
context: the team is developing
and embedding new gamified
adversarial learning techniques
into multi-discipline master s

Academic response to hybrid threats

and LLL study programmes of
Ukrainian universities updating
them based on the best EU
practices. The ambitions are to
increase societal awareness of
hybrid threats targeting modern
democratic societies and apply
a-whole-of-society approach to
counter them efficiently.

With this aim a trans-sectoral
environment will be established,
creating an international network of
comprehensive security and hybrid
threats hubs connecting academic
and industrial and state experts.

One hub has already been created
in NURE. It comprises interfaculty
capacities of Artificial Intelligence
Department and Department

of Economic Cybernetics and
Management of Economic Security,
including technical facilities of

two newly equipped labs for
research and development in the
field of hybrid security.

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP

Co-funded by the
Erasmus+ Programme
of the European Union




WARN Experts' Contributions (NAKKKiM,

2023):

Training Ukrainian Cultural Fund experts for

chaplain rehabilitation
Shaping the Community Culture
Development Strategy

https://warn-erasmus.eu/ua/environment/participation-in-the- j
development-of-the-community-culture-development-strategy/

HauioHanbHU NpoekT

[ :mke: uuuuuuuuu ’ .
il ~  Ukraine"
N/ /1l [

Lecture for the
i SR i national online
project "United

PROJECT WARN: team spirit

https://warn-erasmus.eu/ua/news/digest-of-
autumn-events-scientific-educational-and-
social-events-of-the-warn-partnership/

Seminars for Combat Veteran:
interactions between the
"Patriots to Power" and WARN
projects (KhNU, from 2021)

https://warn-erasmus.eu/ua/environment/lecture-for-the-national-online-project-united-ukraine/

WARN

Center for Social
Integration and Personal
Development for Youth
from Occupied Territories
of Ukraine (HIFL DSPU at
the WARN Hub, since 2021)

WARN Expertise in National
Decision-Making:

T. Reva serves on the
National Commission for
National-Patriotic Education
Projects

Co-funded by the
Erasmus+ Programme
of the European Union



UNIQUE CONTRIBUTIONS OF EU PARTNERS:
Enhancement and Collaboration

PROVEN

The European expert environment and
partnership remained effective even in
the absence of ready-made solutions

WARN

European partners:

University of Jyvaskyla, Finland, University of Coimbra, Portugal, University of Tartu, Estonia,
Graduate School of Electrical Engineering ECAM-EPMI, France

Ukrainian educational programs were not adapted from
existing European programs but were developed "from
scratch", leveraging unique access to European partner
materials, training sessions, and close expert collaboration.

Advantages of UA-EU Cooperation:

e Attracting best practices and knowledge previously unavailable.

* Close expert collaboration in addressing project tasks.

Co-funded by the
Erasmus+ Programme
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PROJECT WARN: Solidarity and Resilience

PROJECT WARN:
Cultivating Resilience in Others

While Exemplifying Our Own
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PROJECT WARN: Solidarity and Resilience

he First Blow (2020): The Challenge of the COVID-19 Pandemic

* Blocking All
Mobilities
First F2F EU Training
— May 2023

e Collaboration
Possible Only in
Virtual Format

L > @‘.
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The Second Blow (2022): russia's Full-Scale Invasion of Ukraine
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PROJECT WARN: Solidarity and Resilience

“The WARN project is not about the
changes that will happen after the war;

it’s not about changes after Victory. ,

The WARN project is about the changes
that contribute to Ukraine's Victory.” Project Coordinator

Co-funded by the
Erasmus+ Programme -
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PROJECT WARN: Solldarlty and Resilience

https //WWW bbc. com/workl|fe/art|cle/201895,92 Sisu- tﬁ‘mnlsh art= "
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Finnish culture of resilience

"It embodies willpower, resilience, and
the ability to overcome challenges in
tough situations. More than endurance, it
reflects determination and persistence in
achieving goals despite obstacles

A —

——. .

WARN

Emphasizes not only
individual strength and
endurance but also the
collective spirit of
overcoming challenges.
Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP




PROJECT WARN: Solidarity and Resilience

Change in project philosophy

e change agents turn into resilience agents

PROVEN

the project can be
adapted even to
extreme turbulence Emergency mode

e Redesign: refocusing on accessible resources, processes, and
outcomes: home mobility, virtualization, continuous beta testing.

e Transition from Waterfall to Agile, MVP concept + fine-tuning.
e Resource Mobilization and Mutual Support.



Conclusions

The WARN project is an innovative response to modern
challenges posed by hybrid threats

Effectiveness of Education
Proves that education can be a powerful tool for ensuring
national security and resilience.

Proactive Approach

Demonstrates that focusing on practical skills, competitive
practice, and multi-domain expertise is key to successfully
countering hybrid threats.

Main Outcome — Resilience Ambassadors
Creation of a Ukraine-EU community of experts ready to
collaborate in addressing ever-evolving threats.

Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP
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The European Commission's support for the production of this publication
does not constitute an endorsement of the contents, which reflect the
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